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DoD TeleHealth: An Application Manual

I ntroduction

| was working in Dr.Hong Man’s group whose taskwas to create a field-
operational software suite that could enable médmamunication. Our first job was to
rescue as much of the operational code from worledo previous years. The first task
involved creating audio/video software that couldate a face-to-face link between
communicating nodes (Designed as a Windows apitatsing C++ and MFC. Used
OpenH323 and PtLIB). The second task involved orgat whiteboard application from
scratch (Java enabled. Browser-launched applidatibhis was designed to enable
sharing of pictorial analysis tools. The last taskformed to this date has been the
creation of an installer aimed at creating all pamg resources required to run the

software suite.

Gantt Chart of DoD-TeleH eath:
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Purpose of Document:

The remainder of this report has been dedicateekpdaining the usage of the
whiteboard application of the Telehealth suite. sThvas an extension that | had
deliberated most time to and serves as an operatargial. The weekly reports are also

briefly summarized.

Weekly Reports:

Week 1:

- Secured operating workstation and study resources
- Completed personal webpage

- Analyzed 1 out of 4 previous legacy codes

Week 2:

- Architectural layout of legacy Chat / FTP functio

- Ported Chat to Java applet

- Analyzing Pros / Cons of using Java Web-Stattrietogy
Week 3:

- Working Win32 code for audio/video transmission

- Semi-complete FTP applet (Using central datasitpry)
- Layout of future ‘Whiteboard’ applet

Week 4:

- Demonstration ready Video-Phone



- Completed FTP applet
- Designed icons to be used for respective software
Week 5:
- Added ‘Gatekeeper’ to Video-Phone in order fongestion-resilient communication
- In process of merging Chat, FTP and Whiteboarglé{p
- Minimizing library usage in Video-Phone — filtegacy code for ‘dead code’
Week 6:
- Video-Phone libraries minimized to PwLIB and Op&23
- H263 codec support for Video-Phone
- OpenSSH and XML activation engine for Video-Phone
Week 7:
- Simple proof-of-concept whiteboard applet
- Ability to load an image as the applet’s backgrdu
- Controls for selecting/marking the image.
- Test multi-cast threading of applet server
Week 8:
- COWPLETED GUI D CONTROLLER FOR BROWSER- LAUNCHED COVPONENTS
- | N PROGRESS OF DOCUMENTATI ON

- I N PROGRESS CF ADDI NG e- XML ENG NE TO AUDI O VI DEO
- COVPONENT TO ENHANCE FUTURE EXPANSI ONS



Operating the Whiteboard

'I_'his is the standard Whiteboard screen.

W~

As you see, it can be divided to three parts: lidaekd, colorpicker and menu.

1.1. Blackboard

There isn't much to write about. Blackboard is ardzen you can draw. Color of your
pen is selected with colorpicker, tool - by cliocgimenu. Normal cursor style is crosshair.
When cursor is in "WAIT" mode, you have to wait tmnnection with serveNOTE:

you can pick color by clicking with right mouse ke blackboard.

1.2. Colorpicker

This is the colorpicker:

It can be divided to five parts: rainbow, grayscald colors set, current color and new
color preview.

1.2.1. Rainbow
This is the hi-color palette. Click to set currentor.

1.2.2. Grayscale



This is the grayscale palette. It includes puretevand black colors. Click to set current
color.

1.2.3. Old color set

When you click a rainbow or grayscale, you selest color. This color is also inserted
into old color set. Four earlier colors are movee cell up (fifth, oldest color is lost).
You can revert to one of the old colors by clicksedected square. In this case the color
set won't be changed.

1.2.4. Current color

This rectangle shows current color. You can seieut color by clicking rainbow,
grayscale or old color set. When you drag mousth(mbusekey pressed), the current
color changes in realtime.

1.2.5. New color preview

This small rectangle shows the color under cuistelps you select new color.

1.3. Menu

This is the standard menu.

NOTE: Menu can be customized by applying the "skin&e(MWWinAmp). In this case
location and appearance of buttons can be comypleitétrent. If you have problems
with modified design, write to your webmaster. Belgou can see explanation of
standard menu.



1.3.1. Tool select

Freehand tool. Click and drag mouse to draw freghiae.

Line tool. Click to set start of line, drag moueeghe end of line and relase the

Rectangle tool. Click to set one corner, drag maagske opposite corner point
and relase the mousekey.

Filled rectangle tool. See rectangle tool.

1.3.2. Thickness select

Click the desired line to set current thickness Tihe thickness affects freehand, line,
rectangle and ellipse tools.

1.3.3. People counter

Above the people icon there is a people counteg.Aumber tells you, how many people
are currently connected to the Whiteboadd.rfieans you are drawing alone. Counter is
updated by every incomirgng packet. When connection is lost, counter is svedicoff.
1.3.4. Reset button

Click to reset whole image. The blackboard's bambigd color is set to current color by
default. If background image feature is used, bigon will refresh the current
background image.

1.3.5. Clipboard

This is the cliboard panel:

This important element is described in p. 1.4



1.3.6. Connection indicator

1‘ Connection to server estabilished.

i afiData transfer in progress.

Connection to server is lost. Watch Java consalerior
messages.

If the connection is lost, applet sets tNéAIT" cursor style and tries to restore it.
Remember: all, what you draw during disconnectibase, will be lost. At reconnect
whole image will be re-fetched from server.

1.3.7. Copyright information

Click to watch "about" and copyleft license dialmax.

1.4. Clipboard

This is the magnified clipboard panel:

The clipboard is used for two reasons. First, yal grevent images from loss. Second,
you can request saving image to file. As you siggh@ard panel can be divided to five
parts.

1.4.1. Clipboard selector

You have three independent clipboards, matfketland3. The current clipboard number
is indicated. Click number to select desired one.

1.4.2. Clipboard preview

Here can you see miniature of clipboard conterthdfe is no image inside, empty
rectangle is showed. See p. 3.3.6 to see how Enggty clipboard color.



1.4.3. Copy button

Copies current image to selected clipboard. Cuicipiboard content is lost. You can
click this button at any moment.

1.4.4. Show clipboard
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Click this button to see clipboard content. Newaaw will appear. If your webmaster
allows it, you can save image to the file on searat/or send it to e-mail address.

See p. 2.5 for more informations about image sa\beg p. 2.6. for more informations
about image e-mailing.

1.4.5. Empty clipboard

By pressing this button you can empty selectedokgpd. Current content will be lost.
1.5. The "onlyview" mode

The "onlyview" mode allows you to use Whiteboardwa-teaching. There can be one
(or a few) drawing persons and much more thin-tlsndents with read-only
whiteboards. See the onlyview.html for live example

1.5.1. "Onlyview" applet configuration

You can turn on the "onlyview" mode witmlyview parameter (see p. 3.3.12 for details).
Notice, that in this cassunter color, menubgcolor, emptythumbnailcolor, skindef,
menubgimagetranspar entcolor, menubgimageoffsetx andmenubgimageoffsety are

no longer useful. You can still upert, bgcolor andpencolor.

1.5.2. Useful informations

The "onlyview" appletmust be 100 pixels narrower and 50 pixels shorter tharfull



version. Otherwise the error message will appeze.tBe onlyview.html for live
example.

2. Installation

SERVER - the Whiteboard server program
CLIENT - Whiteboard applet

HOST - remote WWW server machine
APACHE - HTTP server on remotst

2.1. Paths and directories

All files must be accessible throudipache. If you have account on Unix machine, create
public_html dir in your home directory and unzigte Whiteboard files. If thieost name

is host.com and your username iser, Whiteboard should be avaible at
http://host.com/~user/test.html - if doesn't work, ask your local admin for detail

2.2. HTML file

Applet is "inserted" into HTML file as arkAPPLET> tag. You have to load your WWW
document to your vrowser throudipache (even on the sam®st). If you load local file,
Whiteboard will not be able to communicate with laogy. Use following sequence to
place Whiteboard into your page (see test.htmitéileee live example):

<APPLET code="whiteboard.Main.class" archive="whiteboard.jar"
WIDTH="600" HEIGHT="450"> </APPLET>

Don't change "Main" to "main”, whole text betweearotation-marks is case-sensitive.
See Chapter 3 for additional Whiteboard appletonysti

Attention - Whiteboard is distributed in JAR package sin€e74.
2.3. Running server

All Whiteboardclients are connecting teerver. Without workingserver communication
is impossible. You should ruserver process by typing

$ java -cp whiteboard.jar whiteboard.Server

in the whiteboard root directory (where HTML filg)i This is important! Runninggrver
from other directory can cause problems, see p.akd 2.5.

You can treaserver as a daemon and run it from startup scripts. Yaouaiso use the
screen or nohup Unix utility to preventserver process kill at logout.



Notice, that there is no whiteboard.Server filevangre. It's just Server.class in
whiteboard directory, but Java treats this notaliika "run instance of Server class from
whiteboard package" and everything works fine. dou't have to recompile anything
before runningserver.

2.4. Server command line switches

There are severabrver comand line options:

-X XSIZE

-y YSIZE

-p PORT

-i PORT

-r PORT

-l PORT

specifieglient width in pixels. This value must be equalitmlth
parameter in HTML applet definition (see p. 3.1¢f&ult value
(used in test.html) i650.

specifieglient height in pixels. This value must be equahénght
parameter in HTML applet definition (see p. 3.1¢f&ult value
(used in test.html) i400.

specifieserver port numberServer andclient must use the same
port number to communicate. Under Unix systems saperuser
can use ports 0-1023. See also p. 3.3.1. Defalulée vs7904.

specifies InfoPeople service port numbeyou enable this funtion,
server will handle additional socket. Anyone connectiadttis
socket will receive number of current users asi@sef ASCII
characters (‘0" for zero, '14' for fourteen andsp Connection will
be terminated immediately. You can use this fumctiith an CGI
script to show number of users in your WWW pags. It
recommended to disallow connection with this paytrf outer
network. Under Unix systems only superuser carposts 0-1023.
Default value isione (service disabled).

specifies imageprinter service port numbdgrou enable this
funtion, server will send PNG file with current image to anyone
connecting this port (and terminate connection imhiadely). You
can use this function to preview current image oaryVWW page.
It's required to allow connection with this porrin outer network.
Under Unix systems only superuser can use por323-1Default
value isnone (service disabled).

specifies imagebgload service port numibgou enable this
funtion, you will be allowed to change bacgrouncge at any
moment. Just connect to desired socket and sefirdtasnd only
line remote filename (relative or full path) orlfUIRL to image
(with "http://" at the beginning). Server will seadswer string with
"OK: " if image was loaded successfully or "ERRarid error
description, if it was failed. Notice, that userdl see new bgimage
after first image reset, not immediately. It's mcoended to restrict
connection with this port from outer network. UndiBrix systems



-m MAXCLIENTS

-d DELAY

-c RRGGBB

-s [on|off]

-savepath DIR

-e [on]off]

-from

-smtp

-lang [delen|pl]

-b FILE/URL

only superuser can use ports 0-1023. Default Malnene (service
disabled).

specifies maximum number of clients connected aeomo limit
bandwidth loss you can lower the number. Defaulieras 15.

specifies delay between two "ping" packstsnded to each client.
"Ping" checks the connection and updates the pempieter. Too
small number can give in effect lower performargeggested
value: 15-180 seconds. Default val@8:seconds.

specifies initial background color in R&Bmat - two-char
hexadecimal values for each RGB color. Remembesrighi
importand only for a few very first clients. Defaublue iSA6A8F8
(kind of blue).

allow or disallow image saving. Wheristbption is turned on, user
can save his (Whiteboard) clipboard content ineadh remote
serverhost. Files are stored in directory indicated by -satkp
option. See p. 2.5. for more informations. Defaalue ison.

Indicates directory for image saviftys should be absolute path to
directory with write permissions. However, defatdtue is
Jscreenshot. BE CAREFUL! This directory is relatio one, where
you runserver! When runningserver please follow instruction from
p. 2.3. You can read more about paths and direstamip. 2.5.

allow or disallow image e-mailing. Wh#ms option is turned on,
user can send his images through e-mail (usingo-saitie as a
SMTP host and -from as a "From:" field). Noticeattkthis option is
off by default. Please read p. 2.6. for details.

defines the "From:" field in sended e-makitease read p. 2.6.2. and
2.6.3. for details. The default valuensbody@localhost, but it
won't work in most cases.

defines your SMTP host. Please read p. Zd.2etails. The
default value idocalhost, but it won't work, if current host doesn't
handle SMTP connections.

defines language for outgoing éisn&nglish, German and Polish
are currently supported. Notice, this option doatsaffect server
messages nor user interface. See also p. 3.3.t8dot language
options. Default value ien.

defines the blackboard background imadgdsgers will see this
painting at their boards. If you define backgroimdge,Reset
button will cause refresh this imagmt fill board with specified
color. The only valid file format iBNG, size of image must fit the



drawing area exactly (likenlyview applet, see p. 1.5.2.). You can
specify local image file location or full URL to ege. If file is not
found, has incorrect dimension or wrong format,@arscreen
erase is performed. Notice, that path to the &pehds on OS, we
suggest using full path (likimp/image.png or c:\temp\image.png).
The URL must begin with http:// protocol definitdsgimage.png is
sample file included in distribution archive, itsfithe default applet
size (you can try it with test.html page). Thisttea isoff by

default.
-quiet run without any output
-help print help

Sample server command line invocations, write wicolmmand in one line (please
notice differences in Windows and Unix path detng):

$ java -cp whiteboard.jar whiteboard.Server -di(B--savepath c:\temp
$ java -cp whiteboard.jar whiteboard.Server -d 8®8B--savepath /tmp/

2.5. Image saving

Warning: Applst Windoe

There are several issues in image saving. If wsprasts saving his clipboard content, he
transmits compressed dataseover. Server createBNG file and saves it in desired
directory. Image can be saved if there 8ame image button under the image in
clipboard viewer (p. 1.4.4.).

2.5.1. Why PNG format?

Main reasonPNG is the best. It produces small, loseless fileskamtlles true-color
palette. In opposit&l F supports only 256 color palette and is copyrighd®EG saves
images with quality loss.

2.5.2. How about Unix and Windows differences?

Whiteboardserver can be run at any operating system with JVM. Tilg difference is
path indication in -savepath option. Onix hosts write

-savepath /home/user/images_to_save

, on Windows



-savepath d:\temp

or

-savepath "c:\My documents"”

for paths including spaces. The path should belatesdf it's relative, read next point
carefully. If you are using multiuser OS, rememlbleat indicated directory must have

write permissions foserver process.

We have tested this mechanism with Windows, Linodt lix, and it worked. However,
if you found any bug, please report it.

2.5.3. From which directory should | rgerver?

If you are defining relative path to image savimgctory, you must run Whiteboard
server from base directory. For example - the defaulesdivis ./screenshot and it's base
is directory containing test.html file (we are tall about distribution package defaults).
If you runserver from other directory, the save dir will not be fabiand saving will be
impossible.

2.5.4. What is the image filename?

Filenames are based on current date, the patt&viYsy MM_DD _HH_MM_SS.PNG
(for example 2002_02_23 22 50_49.png). If many msagpme in the same moment
(andhost is able to process them in one second), dupliddesdwill have additional
underscore before filename extension.

2.5.5. How can user see saved images?

Unfortunatelly he cannot. Loading images is notlenpented yet (don't know whether or
when it be). Webmaster can wr{&1 or PHP script displaing content of desired
directory or simply make it accessible through WWW.

2.5.6. How can user know saving was successful?

In a few seconds the report windows should appe#idoesn't, please submit a bug
report with detailed description of situation amyieonment.

2.5.7. Server crashes after a few saved images!
If you receive OutOfMemoryError" and server crashes, you are probably using JDK
1.1.8. I know about this error, but it is probabgva Virtual Machine bug. Use version

1.3 or higher, it works OK.

2.6. Image e-mailing



Plaate lppe Laigel e-fmal | Send
WarTinGg: Applst Window

There are several issues in image emailing. If teguests e-mail with his clipboard
content, he transmits receiver address and conguteka tserver. Server makes
connection to defined SMTP host and sends mulfipated e-mail with a image/png
base64-encoded file.

Image can be emailed if there iseamail addressfield under the image in clipboard
viewer (p. 1.4.4.).

2.6.1. Why this is option is off by default?

Webmaster should configure and test this servicerdst cases default settings are
insufficient and e-mailing will not work.

2.6.2. What is SMTP host?

SMTP is Simple Mail Transfer Protocol. The SMTPthesan machine able to receive
and transmit your e-mails. You need SMTP host whitdhws you sending e-mails,
check your mail client program for proper settifig®st hosts refuses process mail from
strangers).

2.6.3. What is my e-mail address used for?

The only reason is image emailing. Server will sendges in e-mails with this "From:"
field. Remember, that SMTP server must acceptatitkess. If you are not sure whether
it does, just check it.

2.6.4. How can user know that image was succegsaiit?

In a few seconds the report window should appéd#nelerror occured, report will
contain proper SMTP message. If it doesn't shoeagd submit a bug report with
detailed description of situation and environment.

2.6.5. Does e-mail sending affect other activities?

Yes. When server sends your image, it queues dney otessages from you. Between
submitting e-mail and receiving report all your seges are paused and will be
processed after end of e-mail task. Please remetindeEMTP host will be fast and
reliable. If connection is slow and interruptedyuyzan expect temporary unindicated
"read-only" mode.

2.7. Modifying sources

2.7.1. Recompiling Whiteboard



Change current directory to Whiteboard directorpéve the test.html is) and create new
directory whiteboard inside, then run

javac source/*.java -d whiteboard
2.7.2. Creating JAR package

If you are in your Whiteboard directory and haveiyocompiled *.class files in the
whiteboard directory, you can (re)create JAR wimmand

jar cf whiteboard.jar whiteboard/*.class about.qgif
3. Applet options
3.1. Applet size

Applet size is set in theapplet> tag. Example:
<APPLET CODE="whiteboard/Main.class" WIDTH=600 HEI GHT=450>

Minimum height of Whiteboard depends on appliechgkor default skin it's 350 pixels).
Minimal width is about 200 pixels. Of course reasale dimensions are much bigger.
Size of right (100 pixels) and bottom (50 pixelsggngins is fixed and cannot be changed.

NOTE: non-default applet dimensions must be also sgekifiserver invocation (see p.
2.4), in other casdient will not be able to communicate wisarver.

3.2. Applying new skin

You can customize whole menu graphics design attddmilocalization. It's better than
Winamp 2 ;-)

3.2.1. Creating new skin

Look at skin directory. There are three GIF filstch them. All clear? Most buttons
have three different states - normal, mouseoversatetted. Some (like Reset) have only
two states - normal and selected. Network indicetarspecial three-state icon. If you
want to create your own skin, you have to createetfiles and edit them.
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Skin files should hav&lF format and be 100 pixel wide. Height isn't boundad
reasonable range is 200-500 pixels. Set appletabedimension equal or higher than
menu graphics. You can control menu empty partrogith applet option, see p. 3.3.5.
Without creating skin definition file you cannotarige button sizes and positions.

When you create any skin, feel free to contact @faards author.
3.2.2. Creating skin definition file

If you want to modify button positions, skin defion file is necessary. See skin
directory and watch default.def file. This is a pdate with default values. After creating
own skin files measure button dimensions and matgfynition file.

Definition file define names of three skin filesdacoordination of all menu elements.
Those elements are: seven tool buttons, six limkhaAbuttons, three slot selection
buttons, three thumbnail manipulation buttons,trasd copyright buttons, network
indicator, thumbnail preview and people counter.

All values must be set to change skin. Default @alare located in skin/default.def. This
file isn't necessary to Whiteboard's work, you capy and edit it to define your own
values. To apply new skin, set proper applet optisee p. 3.3.7. If something goes
wrong, watch Java console for error messages.

When your new skin is ready, feel free to sharé Withiteboard's author :)

3.2.3. Transparent menu

Some parts of menu can be transparent. This islaldlecause applet cannot be
transparent in general. But if you have backgroomabe on your page (like in the



example test.html), your applet can draw this imageelected places too.

First you have to define background image in apphions (see p. 3.3.8). Then you
should define an transparent color of your men(@.9), default i©xffOOff pink .
Transparent color and shape must be identicalldhrak skin files!

The background image will be probably displayedahggmed. Two offset options can
handle this (see p. 3.3.10 and 3.3.11). This iustration of aligning background
image.

X offset=25 X offset= 30
Y offset=29 Y offset=39

Both X and Y offset can be a positive integers fi@hoimage dimension. It defines right
(X) and down (Y) shift, so if you want to move 4@q height image one pixel up (as in
test.html), define a 39 pixel Y offset.

Offset can change due to current resolution, scewemmend to put applet window into
table with well-known dimensions (just as in theele). Remember you don't have to
define plain color transparency, it can be donésiimple menu background color (p.
3.3.5).

Unfortunatelly, various browsers displays backgmiumages with various shift. For
example IE and Mozilla are uncompatible each oftest.html is set to IE correct
values). If you want to have fully featured trangpey, you have to detect browser and
adjust setting, i.e. with JavaScript.,

3.3. Applet options

All tags must be inserted betweeapplet> and</applet> tags.

3.3.1. Communication port number

You can change default communication port numbén teig

<PARAM NAME="port" VALUE="4465">

(it's of course example value). See p. 2.4 forideta

3.3.2. Initial background color



You can change initial background number with tag

<PARAM NAME="bgcolor" VALUE="RRGGBB" >

(three two-chars hexadecimal values). This colersible after applet was started but
before archive image was fetched. Suggested chtarld be similiar to page
background.

3.3.3. Initial pen color

You can change initial pen color with tag
<PARAM NAME="pencolor" VALUE="RRGGBB" >
(three two-chars hexadecimal values). This coldirbe active when applet is started.

3.3.4. People counter color

You can change people counter color with tag
<PARAM NAME="countercolor" VALUE="RRGGBB" >
(three two-chars hexadecimal values). This optsomast useful while creating own skin.

3.3.5. Menu background color

You can change menu background color with tag

<PARAM NAME="menubgcolor" VALUE="RRGGBB" >

(three two-chars hexadecimal values). This coldirb visible if menu image is shorter
than applet's height. This option is most usefulewtreating own skin. Warning! This
setting is ignored if menu transparency is enafded p. 3.3.8 and 3.2.3).

3.3.6. Empty menu clipboard color

You can change empty clipboard's thumbnail coldhwag

<PARAM NAME="emptythumbnailcolor” VALUE="RRGGBB" >

(three two-chars hexadecimal values). This optsomast useful while creating own skin.
3.3.7. Skin definition

You can change default skin with tag

<PARAM NAME="skindef" VALUE=" path/file" >

(path relative to whiteboard/skin). See p. 3.2rldetails.

3.3.8. Menu background image definiton (transpayemtion)

You can define menu background image with tag

<PARAM NAME="skindef" VALUE=" path/file" >

(path relative to whiteboard/, *not¥hiteboard/skins!). See p. 3.2.3 for transparegium
details. This option disables menu background ogo08.3.5).

3.3.9. Menu background image transparent colongparency option)



You can change menu transparent color with tag
<PARAM NAM E="menubgimagetransparentcolor" VALUE="RRGGBB" >
(three two-chars hexadecimal values). See p. B2 Bansparent menu details.

3.3.10. Background image X offset (transparencyoojpt

You can change menu background image X offset taigh
<PARAM NAM E="menubgimageoffsetx" VALUE="X">
(positive integer value). See p. 3.2.3 for trangpamenu details.

3.3.11. Background image Y offset (transparencyoojpt

You can change menu background image Y offset taigh
<PARAM NAME="menubgimageoffsety" VALUE="X">
(positive integer value). See p. 3.2.3 for trangpamenu details.

3.3.12. "Onlyview" mode switch

You can turn on the "onlyview" mode with tag
<PARAM NAME="onlyview" VALUE="true">
See p. 1.5 for details. If you don't want to endbile mode, just omit the parameter.

3.3.13. Language selection

You can switch whiteboard client to desired languatth tag

<PARAM NAME="lang" VALUE="XX" >

where XX is language tag. English (en), Polish §ol)l German (de) are currently
supported. If you want to contribute your own laage, please translate all sentences at
the end of Main.java source file and send wholdg¢satthor. Default value .

3.3.14. Host selection (only with signed JAR)
If you have digitally signed you JAR and properyexted NETIO permission, you can

define hostname dfost with Whiteboardserver. It will NOT WORK with default,
provided JAR archive file. Examplemww.myhost.com



