Crypto Protocols for the Internet Next Generation STEVENS

Antonio R. Nicolosi  Joint work with J. Naous (Stanford), M. Walfish (UT Austin), Institute of Technology
Stevens CS D. Mazieres (Stanford), A. Seehra (UT Austin)

Research Hypothesis Technical Challenges

Strong crypto is fast enough to Sustain line speed
enforce practical provenance
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Protocol Overview Costs & Performance

* Path validity:
—Per-path auth’n key (PoC)
—Per-packet PoC authenticator

Pkt provenance:

—Routers share keys via NIDH \
—Upstream routers MAC packet "3‘":3;'{9'“ -
—Downstream routers check MAC on _ /5w
—MAC aggregation keeps overhead low L Fm
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