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Adversarial design games and the role of
anticipation in sensor networks
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Abstract. Sensor networks are not anticipatory, but ideally they should be. In order to detect intruders, the environment of the
possible attack scene can be monitored, and the position of sensors modified in order to increase the probability of detection.
When faced with a resourceful intruder, the problem of sensing context becomes more difficult, and must expand to include
monitoring for information about the intruders’ objectives and resources. We call the continuous contest between intruders and
sensor network designers an adversarial design game, and discuss ways the sensor network designers may proceed, using human

design processes and automated design techniques.
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1. Introduction

Sensor networks are usually designed to react to sig-
nals. But in a network covering a large area, there are
too many possible sources of signals. Consequently,
we need to direct the network’s attention to the salient
aspects of the environment. What we really want from
a sensor network is a terse, accurate description of the
current situation, and a prediction about what might
happen next [21].

If sensor networks could do this, they would be an-
ticipatory. So far they are not, and maybe they never
will be. Rosen claimed that anticipation is a charac-
teristic of living things, and therefore cannot be au-
tomated. He provided a mathematical proof [45,46].
While some say his proof is wrong [8,27]; others say it
is correct [29,30]. If Rosen’s claim is false, then mod-
eling anticipation may provide a way to improve ar-
tificial intelligence. If his claim is true, then attempts
to fully automate anticipation will fail. Instead we
will need hybrid systems, in which the memory and
search capabilities of computers are combined with hu-
man beings who possess higher anticipatory skill [38].
Thus, an attempt to understand anticipation in relation
to automation is useful either way.
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We shall discuss anticipation in the context of sen-
sor networks. Specifically, we shall consider networks
built to detect intrusions into a space. We present a
series of design problems, and increasingly compli-
cated solutions to these problems. One of our contri-
butions comes from pointing out the potential syner-
gies between research in the disparate fields of antici-
pation, sensor networks and creative design. Our work
has pragmatic implications for designers of intrusion
detection systems, and theoretical implications for the
modeling of sets of situations we call adversarial de-
sign games. First we discuss related work. Then we de-
velop an illustrative example of an adversarial design
game. Later, we will discuss how to assist the designers
of sensor networks.

2. Related work

We shall survey, in turn, literature from several
fields: anticipation, context modeling, sensor networks,
and design.

2.1. Anticipation

The modern literature on anticipation is rooted in
the systems biology of Rosen [45,46]. Rosen felt that
anticipation is a fundamental aspect of living things.
For example, our metabolisms are anticipatory, in the
sense that a metabolism will start adjusting itself even
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ahead of conscious decisions to change a direction of
movement. For Rosen, anticipation can be partially
explained as a simulation that occurs on a different
timescale. In other words, in considering a decision,
we might quickly simulate the expected results of that
decision, projecting ourselves forward in time. That is,
once we have imagined the results, we use them to
guide our decision. This anticipatory simulation has to
happen quickly; we need to run through what might
happen before it actually happens.

2.2. Context modeling

Nadin stated that anticipation is the human sense of
context [39, p. 27]. In other words, if we really under-
stand the situation we are in, we are in a position to
predict what could happen next — better yet, to “come
up with a number of conflicting models for future ac-
tion” [39, p. 27]. Thus the problem of anticipation is
in essence the problem of recognizing the situation we
might find ourselves in, not just the position we were
or are in.

This insight provides a bridge to the artificial intel-
ligence literature on the automated representation of
context. McCarthy [33] defined context in predicate
calculus. But it is not feasible to represent all aspects
of an environment. Barwise and Perry [5] constructed
a situation theory in which only the relevant aspects of
a situation are portrayed and then augmented as a situ-
ation changes. Their theories have been applied mainly
in linguistic applications (e.g., Akman and Surav [3].
Context is proving important in vision applications
[22]. Context modeling has also been applied to sur-
veillance applications [7] and to sensor systems [21].
Tracking someone moving through a crowd is easier if
an algorithm can be used to anticipate the next position
of the subject.

More generally, context is important because typ-
icality — whether something is normal or usual, as
opposed to abnormal or extraordinary — changes ac-
cording to context [4]. There is another stream of lit-
erature that addresses this issue under the term sit-
uation awareness. Low situation awareness has been
correlated with accidents. We can think of accidents
as failures to anticipate. Indeed, Endsley’s model for
situation awareness has three components: perception,
comprehension, and projection. Projection, the high-
est level of awareness, includes anticipation as well as
mental simulation [13,14].

2.3. Sensor networks

Most sensor literature is focused on the engineer-
ing challenge of covering as large an area as possible
with sensors. There is usually a multi-objective opti-
mization problem involved: for example, cover an area,
but minimize the number of sensors and the energy in-
volved in their communication (e.g., Jourdan and de
Weck [25]). While multi-objective optimization has a
long history [50], the advent of efficient genetic algo-
rithms [12] has facilitated multi-objective analyses of
a wide range of problems [11]. In many cases, these
papers suggest that the ideal configuration of sensors is
in an evenly spaced line or a lattice. This makes sense:
the regular spacing of sensors would seem to achieve
the goal of full coverage while minimizing communi-
cation costs.

Recently, there has been interest in applying game
theoretic techniques to sensor-related issues. In some
cases, the game is a cooperative one; but in situations
such as intrusion detection, non-cooperative models
can mimic intrusion and defense [1,2,26,28,57].

2.4. Design

Design, it can be argued, is anticipatory. We design
an object with the hope that, once built, it will satisfy
our given objectives [37]. Some kinds of design can be
reduced to well-defined optimization problems: for ex-
ample, the discovery of new forms in mechanical engi-
neering (e.g., Tu et al. [53]). In such problems, the re-
quirements are predetermined, and there is a test to be
applied to see if the design fulfills those requirements.
But ill-defined problems are more common. New el-
ements, new evaluations, new criteria may be intro-
duced. Formulating the problem and producing a so-
lution are intertwined [20,36]. In such problems there
are multiple — and changing — objectives. For exam-
ple, in designing a new product, we not only need to
anticipate how the product will look, once created, but
also, once implemented, if it will still fulfill the fickle
requirements of the consumers.

In the literature on design, the most intriguing the-
ories state that designing something new always in-
volves going outside and beyond the original problem
definition [15]. Solutions can appear to spring from
nowhere, but much design is done methodically. In-
deed, many designers have been inspired by the same
biological systems theory that Rosen helped develop
[24]. Rittel [44] thought that the crucial aspect of large
design problems was that they were over-constrained.
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He proposed a method he called systematic doubt to
formally negate each of the constraints assumed in a
problem statement and thus generate a previously ig-
nored solution (see Nickerson [42]).

2.5. Summary of related work

Our look at the literature of these disparate fields
suggests the following: sensor network research can
model the relation between intrusion and defense as
a kind of game. Understanding context is recognized
as being important in sensing. From the work of
Nadin [39], we can associate context with anticipa-
tion and conclude that anticipation is important to sens-
ing. There is an opportunity to explore the relatively
unstudied relationship between the design of sensor
systems and anticipation. We turn to this relationship
next.

3. An adversarial design game
3.1. Defending against accidental intrusions

We will now take a look at a scenario in sensor net-
work intrusion detection and trace it through a num-
ber of different stages. We are going to describe the
placement of sensors as a kind of contest that we shall
call an adversarial design game. Just as creative de-

Probability of intrusion
A

sign has been characterized as the solving of ill-defined
problems, adversarial design games involve designing
in the face of multiple and changing objectives.

Consider the detection of an intruder into a river. Let
us first presume that the intruder does not intend to do
harm, but is lost. Consider, for example, the incursions
of whales up estuaries and rivers. Whales cannot swim
against strong currents. In rivers and estuaries, currents
go to zero at the edges and are strongest in the cen-
ter. Therefore, we shall presume the probability of in-
trusion is low in the center and high on the edges. In
Fig. 1, we show a simplified example of this: proba-
bility of intrusion is zero in the center of the river. In
Fig. 2, we show the deployment of sensors that will
maximize the probability of detection. The configura-
tion shown above may appear strange, but if it is really
impossible for the whale to swim up the center, then
such a scheme increases the probability of detection
[51,52,54].

The whale’s possible intrusion is being anticipated
through the attention paid to the environmental con-
straints under which the whale operates. Whales rarely
swim up a particular river, so we have little data on
which to base our sensor placement. However, whales
are constrained by the currents, which we can monitor
with sensors. Since the currents of rivers and estuaries
change frequently, we can build sensors that monitor
the environment and move themselves into an optimal
configuration through reinforcement learning — with

distance from the west bank

1000M

Fig. 1. The probability of an intrusion on the vertical dimension, and the location across the river on the horizontal dimension, from bank to bank.

Probability of intrusion
A

distance from the west bank

1000M

I Sensor placement along the river I

Fig. 2. On the top, the probability of an intrusion on the vertical dimension, and the location across the river on the horizontal dimension, from
bank to bank. On the bottom, the distribution of sensors according to the river location.
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reinforcement coming from the environment [6,48].
More generally, adaptive sensor systems can use prox-
ies always present in the environment to “train” for im-
portant but infrequent events.

3.2. Planning intentional intrusions

Suppose we need to detect divers who intend to in-
trude. Whales swim up rivers because they are lost;
they are not intending to deceive the sensor system.
But divers who want to intrude will use deceptive tac-
tics, and will search for vulnerabilities in the sensor
defense. Thus, designing against thinking, resourceful
opponents is more complex than designing against the
laws of nature. The laws of nature still play a role.
Divers will also be limited in respect to the speed with
which they can proceed against a current, and so our
scheme may still work [54].

Let us treat the problem as a form of a game in which
intruders can win by penetrating the sensor net. Let
us imagine intruders have discovered that sensors are
placed only at the edges of the river. How do the intrud-
ers win the game? This is a different type of game: it is
an instance of an adversarial design game. We define
this very general game as a continuing contest between
two opposed parties, in which each party has a chang-
ing set of objectives, as well as extendable resources;
and there is partial uncertainty as to the objectives and
resources of the other party. This can be thought of
as a soft-constraint design problem [20]. Let us imag-
ine the divers’ team has large monetary resources that
can buy equipment or even invent equipment. Then the
divers may purchase devices — e.g., underwater mo-
tors — that will propel them at a speed great enough to
move through the center of the river.

We may look at the divers’ design problem as in-
cluding two objectives: to intrude on the space, and to
minimize the cost of doing so. If there are no defen-
sive sensors, then the cost of the operation is low. But
if there are sensors placed on the edges of the river,
then the cost of operation will be high, and may involve
raising money to buy the motors.

3.3. Defending against intentional intrusions

Given the likelihood of intentional intrusion, let us
consider the design problem of the defenders. The de-
fenders have to think like the intruders and design pos-
sible attack scenarios. Let us assume this process is
successful: the use of a motor is a strong possibility.
The goals of the defenders are to prevent attacks while

simultaneously minimizing the cost of the defense. If
the defenders believe that the intruders do not have ac-
cess to a motor, then the optimization is as in Fig. 2:
put sensors only on the sides of the river. But if the de-
fenders believe that the intruders might have access to
a motor, then the situation is different.

Take note that the defenders have to anticipate the
attackers’ design. That is, the defenders need to be at
least as good a design team as the intruders. The de-
fenders will have been given the task of designing a
sensor network, but without being told about motors.
The defenders have to discover this potential (possible)
attack scenario —even though it is outside the statement
of the original problem. That is, the defenders have to
elaborate several possible attack scenarios in order to
prepare for the potential actual attack.

Let us assume that the defenders have imagined the
attacker might use a motor. Now the defenders have
to figure out whether the attackers have sufficient re-
sources — money or contacts — to field a motor. Figuring
this out is a different kind of sensor problem, one that
falls into the area of signal or human intelligence. The
defenders now need to expand their concept of sensing
from a set of local environmental and target sensors to
include remote information sensing which seek to de-
tect the resources that the attackers might use.

Let us assume that the defenders conclude that the
attackers indeed have access to motors. How should
the defenders proceed? One possible way is to evenly
space the sensors across the river. This probably will
not work. If the divers have motors, they will proceed
more quickly, and the sensors may therefore have to be
placed farther from the area to be protected in order to
provide enough time to intercept the intruders [43,55].

There is another solution: design a new type of sen-
sor that detects underwater motors. It is easier to de-
tect motors than to detect divers, thus these sensors
will have greater range. Consequently, the defenders
invent, at great expense, a new kind of sensor that will
detect motor-assisted divers. Figure 3 shows the con-
figuration. We assume that the motors are large, un-
gainly, and noisy, and thus cannot be used on the sides
the river, because the diver could be seen or heard in
shallower water. Then, these wider range sensors will
only monitor the center of the river, and they will be
placed farther away from the area to be protected so as
to provide sufficient time to intercept the intruders.

3.4. The intruders’ counter-strategy

Now let us assume that the intruders learn of the new
set of motor sensors. How can the intruders proceed?
If the intruders are truly bent on penetrating the space,
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Probability of intrusion
unassisted

0

distance from the west bank 1000M
Probability of intrusion
motor-assisted
distance from the west bank 1000M

oo

diver sensors

@]

motor sensors

Fig. 3. A configuration of two different types of sensors to counter the possible use of motors in an attack.

then they may consider buying (or inventing) silent un-
derwater motors. Alternatively, the intruders can read-
just their objectives. They might decide that more work
on motors will be too expensive. But if they can con-
vince the defenders they are doing such work, the de-
fenders will have to spend a great deal of money to
build a defense system against a silent motor. The in-
truders decide to change their objective. Now the goal
becomes bankrupting the defenders. Their next step
may have nothing to do with intrusion, but instead fo-
cus on the information component of the contest. They
stage cell phone conversations that they believe will be
monitored, and in which they discuss a newly acquired
(but really non-existent) motor.

3.5. The defenders’ counter—counter-strategy

The defenders hear the cell phone conversations.
Are they to believe them? There is always the possibil-
ity that the intruders are just trying to bankrupt them.
The defenders again have to focus on acquiring more
information. They need to figure out if the objective
of the divers is still to intrude, or whether the divers
have shifted to another goal. Again, the sensing should

include signal and human intelligence. The context of
the problem now includes the resources and goals of
the opponent.

3.6. And so on

It is obvious that the game can go on and on. The
central point of the illustration is that the defense
against intrusion is a problem of understanding con-
text. At one level, the physical environment provides
constraints that can be useful in shaping a sensor con-
figuration. At another level, the environment to be
sensed should ideally include the objectives and re-
sources of the intruders. Acquiring such information
involves a more complex sensor placement problem,
which makes use of signal and human intelligence.

3.7. Examples of adversarial design games

There is evidence that terrorists and those who op-
pose them play a design game having lethal conse-
quences. For example, we can safely say that an at-
tack is designed if components of the attack — say,
bombings — happen in different places, but at exactly
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the same time. Simultaneous explosions might accom-
plish several objectives. First, the knowledge of one at-
tack cannot be used to guard against the second attack.
Also, terror effects are multiplied. Finally, the attacks
may be intended to show that they are designed, that a
resourceful force is behind them.

Whatever the motivation, the most deadly attacks
are simultaneous. The Beirut bombings (1983) were
within minutes of each other. The Bombay bombings
(in 1993) involved 13 explosions over three hours. The
embassy bombings in Nairobi and Dar es Salaam (in
1998) were physically far apart, but practically simul-
taneous. The attacks of September 11, 2001 involved
four concurrent attacks on different targets. The attacks
in Bali (in 2002) involved three simultaneous bomb-
ings. Ten bombs exploded within minutes during the
Madrid bombings in 2004. And in the London bomb-
ings (in 2005), three bombs detonated simultaneously,
and a fourth bomb detonated a short while later [35].

Simultaneity is not the only characteristic of design
involved in terrorist attacks. Many attacks have precur-
sors: training, tests, and previous failed attempts. For
example the S.S. Cole attack in 2000 consisted of ini-
tial scoping out of the target, practice runs in Aden har-
bor, a failed attempt because the attack boat sank, a re-
planning phase, a redesign of the boat-explosive com-
bination, and then a successful attack [34].

Thus there is evidence that terrorist attackers act as
designers — raising funds, improvising resources, con-
sidering alternatives, and refining technologies in order
to accomplish a set of objectives. The 9/11 attacks were
an example of the imagination of the attackers being
greater than the imagination of the defenders, some-
thing noted in the 9/11 Commission report [41]. It was
not that nobody had anticipated the attacks; a widely
read author of fiction had (cf. Clancy [9,10]). But the
crucial defenders — those who designed and managed
the immigration systems and passenger screening sys-
tems at airports — had not anticipated such an attack.

4. Defending against attack: Adversarial design
game aids

If terrorist intruders are acting as designers, then
defenders against such attacks have a difficult prob-
lem. The defenders need to design a strategy, or sev-
eral strategies, anticipating that the intruders will de-
sign around any defense they come up with [23]. That
is, the defenders need to be better designers than the at-
tackers, anticipating what the attackers will design and

devising something unexpected enough that the intrud-
ers will not anticipate the full extent of the defense.
The problem is made more difficult by built-in asym-
metries: it is much more expensive to defend a city than
it is to set off a bomb in a city.

How, then, can the problem of defense or protec-
tion against such asymmetric attacks be handled? Pos-
sible targets can be hardened. We can, as we have sug-
gested, defend those places that seem more likely to be
attacked due to the nature of the environmental con-
straints under which the attackers operate.

When the possible attacker is determined and re-
sourceful, then the problem has no easy solution. We
suggested that the problem has to be thought of as
multi-objective, and that the objectives can change.
One strategy, which most security researchers follow,
is to reduce the game to something that can be solved
easily by making simplifying assumptions. For exam-
ple, soft, changing goals are simplified into hard, static
goals. Resources are fixed. Multi-objective problems
are weighted so they can be reduced to single objective
problems. Then security problems can be solved in the
abstract. Such strategies are pragmatic: not everything
can be analyzed, so problems are simplified until they
yield to known techniques. There are some very in-
sightful examples of such analyses [19,49]. The major
shortcoming of this reductive methodology is that the
biggest threat in terrorism is a new type of attack that is
conceived creatively. (By creative, we mean something
that has not been conceived or carried out before; or
the act has been forgotten and therefore seems novel.)
The attacks of 9/11 are proof of the inadequacy of such
a reductionist paradigm (cf. [39], pp. 115-116). How
can such attacks be anticipated?

First, we shall consider human-intensive solutions
to the problem, and then address how automation can
help. Let us consider sensing itself. From our example,
knowing the currents of the river is most useful if we
know whether or not the intruder has a motor. We can
use sensors to detect (“sense for”) a motor. We can also
sense for the purchase of the motor. In other words,
we can expand our concept of sensing to encompass
the transactions that marshal resource in support of an
attack. The intelligence, then, changes our prior prob-
ability options in respect to the technology to be de-
fended against.

Earlier, we discussed literature related to design.
This literature suggests that a designer wants to meet
the externally imposed design criteria, but is not afraid
to stretch or ignore the criteria and the stipulated con-
straints. The designer goes for something that is unex-
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pected. Thus the designer of a sensor system needs to
be creative in imagining possible attacks, and then even
more creative in imaging a new form of defense. Such
creative, anticipatory design is possible, but it may not
emerge from work performed under standard procure-
ment contracts, whose objectives include minimizing
contract risk. It is more likely that it will emerge in fun-
damental research contracts or, additionally, in small
start-up companies.

Creative design can come about as part of war
gaming exercises. From a theoretical perspective, red-
team/blue-team exercises, in which people play the
role of attacker and defender, should be effective in
generating good defensive ideas. Our illustrative exam-
ple, mentioned above is a small-scale example of red-
team/blue-team thinking. From a practical perspective,
caution is necessary. War games fulfill many objec-
tives. They might help generate designs of possible en-
emy attacks. But, since they involve more people, they
also become training aids, morale boosters and public
relations exercises. When these goals conflict, some-
times the design lessons may be ignored (see, for ex-
ample, an account of war gaming related to the war in
Iraq [17]).

From the standpoint of automation, the design liter-
ature is also useful. Two techniques have been produc-
tive in automatically producing creative designs. The
first technique involves merging and fusing prototypes
of design [16,31,47]. In such a technique, existing pro-
totypical solutions are modified and merged in order
to yield new designs. The second technique, evolution-
ary algorithms, makes use of the first technique, proto-
typing, but focuses on ways to combine and alter such
prototypes automatically [56]. An evolutionary algo-
rithm generates a set of possibilities, evaluates them
against multiple objectives, and then matches some
ideas and mutates others, repeating the cycle until no
more progress can be made. The fairly recent discov-
ery of efficient multi-objective algorithms [12] means
that large design spaces can be explored with relative
ease. Many have made the argument that this mutat-
ing and merging mimics the creative process [15,40].
Some even maintain that such mutating and merg-
ing may underlie our fundamental thinking processes
through which we categorize the phenomena we con-
front [32]. Thus it seems a productive path for research
to consider exploring security problems with such al-
gorithms.

There is, however, a step that has not been explored
much: studying what happens when design objectives
change. For example, systems in place in airports were

designed to counter hijackers who planned to take
hostages, not hijackers who planned to crash an air-
plane. The objective of the game changed unilaterally,
and the defending side didn’t see it coming.

The range of possible objectives is large. It is just
barely in the realm of possibility to contemplate ex-
haustively searching a space in which the number of
factors is defined [18]. It is more feasible to use genetic
algorithms to do such searching without being forced
to consider all possibilities: some solutions will surely
dominate others. This presupposes that we can enu-
merate a set of possible objectives; and it does not ap-
pear there is any automated way to perform this initial
step.

Practically speaking, the application of such auto-
mated design aids is probably most useful when run
by experienced people who know a particular domain.
The automated systems may perform a function similar
to human brainstorming. By proposing new solutions,
they might dispel the assumptions that usually arise in
complex design efforts.

5. Conclusions

Current approaches to sensing tend to be reactive.
But sensing technology is most useful if it helps us
characterize the current context in order to anticipate
what can happen next. In the case of intrusion detec-
tion, we can achieve better designs by sensing not just
the intruder, but also the environment in which the in-
truder must operate. The environment constrains the
actions of the intruder; thus we can position sensors in
a way more likely to capture the intruder. This works
well if the intruder is not intending to deceive. If the
intruder is indeed also a designer, the game is more dif-
ficult. We call it an adversarial design game. In such
case, the intruder can marshal more resources in or-
der to circumvent the defensive design. The constraints
on both the intruder and the defender are soft: new
resources can be recruited and new technologies in-
vented.

Therefore, defending against designed attacks calls
for anticipation at a higher level. The attack strat-
egy itself needs to be anticipated. This might be done
through red team/blue team exercises, and through
gathering intelligence about an adversary’s goals and
resources. In the realm of automation, the exploration
of the large space of possible attacks and defenses us-
ing evolutionary algorithms may be one way for de-
fenders against attack to remove the assumptions that
block our ability to anticipate.
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