STEVENS

Institute of Technology

U.S. Department of Homeland Security
National Center of Excellence

Center for Secure and Resilient Maritime Commerce
(CSR)

SECy

YEAR ONE REPORT

October 2009



CSR Year One Report
1 October 2009

U.S. Department of Homeland Security
National Center of Excellence
Center for Secure and Resilient Maritime Commerce (CSR)

DHS Leadership

Dr. Matthew Clark, Director, University Programs, Science and Technology Directorate
Mr. Theophilos C. Gemelas, Program Mgeg University Programs

Team Participants

University Partners

Massachusetts Institute of Technology
Monmouth University

Rutgers University

Stevens Institute of Technology (lead institution)
University of Miami

University of Puerto Rico at Mayaguez

Non-University Partners

Lockheed Martin Maritime Systems and Sensors Division
Mattingley Group

Nansen Environmental Remote Sensing Center

Pacific Basin Development Council

Port Authority of New York and New Jersey

Affiliated Institution

Global Martime andTransportatiorSchool at the US Merchant Marine Academy



CSR Year One Report
1 October 2009

YEAR ONE EXECUTIVE SUMMARY

TheCenter for Secure and Resilient Maritime Commerce (C&Bng with the

University of HawaiiONational Center for Islands, Maritime, and Extreme Environments
Security (CIMES) are theU.S. Department of Homeland SecurityOs (DN&)onal

Center of Excellence for Maritime, Island and Extreme/Remote Environment Security.
The two Centers have parallel objectives and complementary expertise and their close
coordination enhances the capabilities of each.

The CSRbrings together a uguegroupof academic institutions and public and private
partnerghat isled by Stevens Institute of Technology, Hoboken, New JerBegides
Stevens Institute, the partnership includes the following academic institutions: Rutgers
University, Universityof Miami, University of Puerto Rico, Massachusetts Institute of
Technology, Monmouth University and the U.S. Merchant Marine AcademyOs Global
Maritime and Transportation School. The nonversity partners in the CSR include the
Port Authority of New Yok and New Jersey, the Mattingley Group, Lockheed Martin
Maritime Systems, the Pacific Basin Development Council, and Nansen Environmental
Remote Sensing Center.

The CSRO¢disionis to function as a key national resourc®HSin all areas of

maritime sectity and coastal safetyhrough research and educatiorhe Center
aggressively strives to reach this vision through the application of the strength of its
partnerships, its combined assets and resources, and its professional capabilities to three
goals. TheGoalsare:1. improving port security and the security of coastal and offshore
operations and leveraging security investments to also improve economic perforfance;
improving emergency response to events in the maritime domaiB; angroving the
resiliency of the Mritime TransportatiorBystem (MTS) offshore operations, and our
nation's coastal environment$o address each of these goals, CSROs research efforts
have been divided into three areas: Maritime Domain Awareness (MDA), Emergency
Respmse, and System Resilience.

Maritime Domain Awarenes3 he MDA program uses satellibmased wide area
surveillance working in association with HF Radar stations providingtbeenorizon
surveillance and nearshore and harbatti-sensor and muHiieredsurveillance to
achievevessel detection, classification, identification, and trackifige University of
MiamiOs Center for Southeastern Tropical Advanced Remote Sensing (CSTARS) leads
the spacéase applications anddgveloping a new understanding arev processes for
receiving and analyzing large maritime area data from eatéllite and multfrequency
sensors such as Synthetic Aperture Radar (SAR) and etsattoal (EO) sensors.
Algorithms are being developed to employ the data to detectlsgsstuding small
ships, in harbors, the coastal ocean and the high seas. Algorithms are also being
developed to integrate this vessel detection information with grbased systems such
as Automatic ldentification System (AIS).
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Rutgers UniversityOs gti-Frequency Surface Wave Radar (HF Ratzajnis

developing robust detection algorithms that recognize a$spciated HF Radar signals
above the background noise (e.g., surface waves). Algorithms are being developed to
support vessel detection and triagkcapabilities using compact HF Radars,
demonstrating that ships, including small shgas) be detected and tracked by multi

static HF Radar in a mulsihip environment, while simultaneously mapping ocean
currents. Further, Rutgers is developing nalgbrithms for improved ship position
detection based on the use of multiple radar detection images. Hardware systems and
software developed and tested in the CSR New York Bighbeskare being transferred

to the University of Puerto Rico for testingCaribbean waters. The University of

Puerto Rico MayagYez (UPRM) first yearOs effort focused on the installation and
operation of HF Radar along the Mona Passage for the dual use applications of ship
detection and tracking and surface current mappingyséem was installed and is now
operational at Club Deportivo del Oeste on the west coast of Puerto Rico. Also AlS for
validation of the HF Radar ship tracking effort was installed at the UPRMOs Department
of Marine Sciences field station.

Stevens Instite of TechnologyOs portion of the MDA project is aimed at the
development of a passive acoustic array that can providedsty highly portable

acoustic surveillance capability. The first version of the passive acoustic system and
software for signal focessing was developed during Year One. The signal processing is
based on the crogorrelation of signals received by several hydrophones. The system
was applied to measuring the travel directol acoustic signature characteristits
vesselsn theheavy traffic of the Hudson Rive These measurements will be used for

the development of vessel classification algorithms and ship traffic pattern analyses.

Emergency Responsé&his research area is divided into investigations of emergency
response desion-making and emergency management. With respect to decision
making, Stevens Institute of Technology researchers found that emergencies can
demonstrate both the strengths and weaknesses in human de@a&iog. When pushed
to their cognitive limitsdecision makers often fall back on overly simple reasoning
strategies. It was found that common cultural practices can help to overcome human
weaknesses while supporting human strengths. Simply discussing a decision with a
collaborator can help decisiomakers better see and understand complex relationships
between decision variables and the consequences of various decisions. The researchers
believe thadecision technologiesanfill the needor greater computational power and
extended memory.

MonmouthUniversityOs (MU) contributions stem from work by twecampus

institutes: the Rapid Response Institute (RRI) and the Urban Coast Institute (RTl). R
and UCI leveragextant software engineering, modeling, and simulation talent and
research capabilitseeto support rapid decisienaking and assess activities to prevent,
protect, respond and recover in the event of a homeland securityhazatd disaster.
Together in the first year, UCI and RRI supported €&Rvant initiatives including

summer reseah programs, workshops, outreach, and training by developing emergency
strategies, policies and educational outreach programs.
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System ResilienceThis element of the CSR research took a broad view of the MTS and
relevant global policies and proceduresinérabilities within the global supply chain are
being examined via a collaborative effort to strengthen maritime resiliency and the
resiliency of extended enterprises, as well as improving the recovery and continuity of
operations. CSR researchers arealoping the essential tools and processes necessary
to create a capability to "design for resilience"NbFS resiliency. They are also

identifying opportunities to make security and maritime resiliency investments leverage
improvements in marine trangpationbusiness and economic performance.

Stevens Institute of Technology researchers are looking at resiliency as the ability of a
system (or enterprise) to absorb external shocks in a manner that its value delivery is not
significantly undermined as asult of the shock. In this research they investigated the
concept of resiliency with regards to port infrastructure systems and other critical
infrastructure and will develop frameworks and methodologies that can assist decision
makers to make these sgists more resilient in the face of natural and ymeale

disasters. Researchers are also examining resiliency modeling. Their research argues
that systemic diagrams, i.e. Systemigrams, can capture strategic intent in a unique
fashion. Moreover this approlacan prevent enterprises from interfering with one
another, safeguarding against unwanted crashes, and keeping the collective good very
much on track. The efforttdate has demonstrated how to build a culture of systems
thinking within an enterprise.

The Massachusetts Institute of Technology (MIT) and the Mattingley Group (MG) have
been investigating supply chain resiliency. MITOs prior research, which has helped guide
corporate response to supply chain disruptions, is helping guide CSR resilieacghese

MIT and MG researchers are investigating supply chain resiliency principles because
although these principals have had a meaningful impact on industry and corporate
practice, they have yet to be holistically applied to the MTS.

In addition to its reearch mission, the CSR has an Education mission. The first yearOs
activities focused primarily on planning, although there were several notable outcomes.
Educational activities included two planning sessions, the development of new maritime
security couses at Stevens Institute of Technology, and a trial run for the forthcoming
Summer Institute. The Faculty Graduate Curriculum Committee at Stevens approved a
new fourcourse graduate certificate program entitled OMaritime SecurityOQ. The program
is composed of four security courses that were specifically developed for the certificate:
Maritime Safety and Security, Fundamentals of Remote Sensing, Technologies for
Maritime Security and Advanced Maritime Security.

During the summer of 2009, Rutgers Univrsind Stevens Institutef Technologyran

a pilot for the DHS Summer Institute, leveraging support from DHS, NSF, NOAA, ONR
and the Vetlesen Foundation. This Summer Institute pilot session focusedvereKo

of undergraduate instruction structured toyide an introduction to ocean sensing and
modeling technologies. The students were divided into three groups involved with:
shipboard technologies for use in an estuary; HF Radars for use in the coastal ocean; and
autonomous underwater gliders for uséhi@ global ocean. In Year Two, CSR will
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create a uniquely collaborative, mdiisciplinary, academimdustrygovernment
enterprise that will plan and implement @8R Summer InstituteThe Institute will
consist of an 8veek focused research and ealian activity in which undergraduate and
graduate students selected via a higidynpetitive application process will work hand
in-hand with worldclass science and engineering faculty and MTS professionals.



