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Main results

A heuristic attack on Anshel-Anshel-Goldfeld key exchange
protocol:

e 99% success rate in recovering private keys,
e 98% success rate in recovering shared keys.

(for original and newly updated parameter values).



A braid

. a braid on n strands is obtained by laying down n parallel
strings and intertwining them without loosing track of direction (no

knots) ...
\\

Figure 1: A braid on 4 strands.
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e colors of strands do not have any mathematical meaning
e strands are numbered from 1 to n

e direction is from left to right



Equivalence on braids

Two braids are equivalent if there is an isotopy between them
(isotopy corresponds physically to a motion of the strands, with the

endpoints being kept fixed).
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Figure 2: Equivalent braids.
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Trivial braid

Figure 3: Trivial braid.



Multiplication of braids

Product = concatenation

\/ /_// k*//

Figure 4: Product of two braids on 4 strands.




Inverting braids

Inversion = taking mirror image in a vertical plane
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Figure 5:




Generators for braids
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Figure 6: Generators and their inverses for braids on 4 strands.



Braid relations
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Figure 7: Relations in braids.



Braid Group

B,, is a group of braids on n strands. It has finite combinatorial

presentation:

B, =
LiLj41L; = Lj41LiL541

< Tlye-sTp—1; LTiTj = TjT5 if "L—j‘ > 1, >

A braid word w is a finite sequence

€1 €Lk
11

w=2x i

where 1 <i; <n—1 and ¢; = 1.

Each element of B,, can be represented by a braid word. Hence, we

work with elements of B,, as with braid words.
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Dehornoy handle-free form
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Figure 8: Handle.

D(u) - Dehornoy handle-free form of a braid word wu.
e uw =p 1 if and only if D(u) = ¢.

e D has a property to reduce lengths of ”generic” braid words.
Therefore, to shorten u one can try to compute D(u).

o D(D(u)) = D(u).
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Commutator key exchange (preliminaries)

e G = (X; R) — fixed group;

e k,m € 7 — fixed parameters.

1) Alice chooses random:
e clements {ay,...,ar} — Alice’s public subgroup.
e a product A =a;'...a;™ — Alice’s private key.
2) Bob chooses random:

e clements {by,...,br} — Bob’s public subgroup.

e a product B = bgi e bgz — Bob’s private key.
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Commutator key exchange (protocol)

1) Alice sends to Bob braids b; = D(A710;A) (i =1,...,k).
2) Bob sends to Alice braids a;, = D(B~'a;B) (i =1,...,k).

AN

3) Alice computes K, = A~t. a5t ... a5™.

(21 Tm

A

Looq—1
4) Bob computes Kp = {b?i S b?:} - B.

Clearly, K4 =B, Kgp =B, A 1B 1AB.
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AAG key exchange (parameters)

Initially:
e Braid group - Bsgp;
o k= 20; m = 100;

Recently:
e Braid group - Bjso;
e k= 20; m = 100;

o 13 < |a;| < 15.
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Security of the protocol

Relies on the computational difficulty of the Subgroup-Related
Simultaneous Conjugacy Search Problem:

e Given (ay,...,ay), (a1,...,a;) € B¥ and (by,...,bs) € BF.

e Find an element B € (by,...,b;) such that B~1a; B = a; for
every i = 1,...,n (provided that at least one such B exists).

Remark. Since the shared key K is a commutator [A, B] it

follows that to recover K it is enough to find B (and A) up to a

central element of .
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Subgroup attack

For a general commutator key exchange ...

[dea. Transform the conjugated tuples (ay,...,ax) , (G1,...,a%)
into conjugated tuples (c1,...,cx), (¢1,...,Ck) satisfying
properties:

e For all X € B,
X 'a;X=a;(i=1,....k) &= X 'e;X=¢ (j=1,...,k).

e (c1,...,ck) is "simpler” than (aq,...,a;) (its elements are
shorter).
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Subgroup attack (transformations - I)

Let 1 <14, <k,i+# j,and ¢ = 1. Nielsen transformation of
conjugated tuples is:

or

(al,...

s gy ...

A

ey Qgy ..

,CLj...

A

g gy
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Subgroup attack (transformations - II)

AN

Let a =a;, ...a;,, and a =ay, ...a;, . Then extension of

conjugated tuples is:

(@1,... a5y . a5,...,ak) — (ai,...

A

(&1,...,&7;,...,&9',...,Cbk)

l
~~
S

=

Removal of a trivial element a;:

(al,...,ai_l,l,ai+1,...,ak) — (CLl,

AN

(dl,...,&i_l,l,&i+1,...,ak) — (&1’
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Algorithm (for AAG)

Given: conjugated tuples (a1,...,ax) and (41,...,a%):

e If there is a Nielsen transformation which reduces the total
length of (a1,...,ax) then apply it.

e If for some pair of braids a;,a; and ¢ = £1, 0 = =1 the product

/ 2¢ 6 —e —0 —e¢
a =a; aja; a;°a;

has length 2 then extend tuples with a’ and
5

/\, A

3

&' = ajFaja; “a;°a;
o If |a;| = |a;] = 2, |aSal| = 2, and both (af j)jﬂL do not belong
to (ay,...,ay) then extend tuples with a;af % and asa ?

Proceed while transformations are applicable.

Procedure stops in finite time on any input.
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Experiments

1) Generated 100 random pairs of conjugated tuples of braid words
(CL1, .. .,ak), (&1, .. .,&k)

(k = 20, a; € Bgo, 5 < |CL7,| < 8)3
2) for each pair use the procedure above and denote the result by

(Cl,...,CK),(él,...,éK)
Results: (c1,...,ck) is
® (T1,...,%79) in 63 cases;
: 2 . in 25 .
o (T1,...,Ti—1,Tj,Tit1,...,T79) in 25 cases;
2 2 0 5
o (xl,...,:177;_1,372',5137;4_1,...,LUj_l,ZEj,$j_|_1,...,ZE79) 11 9 Cases.
2 2 in 5
® (T1,...,%i—1,%j,TiTi 1Ti, Tit2,...,L79) in 5 cases.
2 2 3 in 1
o (331,...,ZEZ'_1,QTZ-,£C¢£BZ-_|_1CU¢,Q?Z'_|_1,...,CEj_1,£Bj,£Cj_|_1,...,£B79) 1n 1L case.
-1 i 1
o (T1,...,%i—1,%; Tit1%i,Tit2...,T79) in 1 case.
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Experiments

Therefore, we obtained equivalent pairs of tuples which:
e in 99% cases consists of short positive words:;
e in 100% summit set of (¢q,...,ck) is small;

e in 100% the pointwise centralizer of (cy,...,ck) coincides with
the center of B,, (generated by A?).
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Impact on the security of AAG key exchange

We have a simplified pair (cq,...,cx), (¢1,...,Cx)
e apply the cycling technique described in |[Lee, Lee] for
(¢1,...,Cx) to obtain a tuple
S
conjugated to (¢1,...,¢x) (with actual conjugator) which
belongs to the summit set of (¢q,...,cx);

e using technique described in [Gonzalez-Meneses| construct the
summit set of (¢, ...,cx) and solve the conjugacy problem for

A

(¢),...,¢%) and (c1,...,CcK);

e combine the obtained conjugators and denote the result by X.

X = BA? since in all cases centralizer of (c1,...,cx) is (A?).
Therefore, X can play the role of Bob’s key B.
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Why does it work?

Comnsider two particular braid words:

—1 —1
W1 = L71X47X11L g5 L9LEL 7o

and
_ ~1, 1 —1
W2 = Xe4Lgy 39 L17L8L26L31 L78-
Check that w?wow] 'wy 'w* = xdxgry '2g 'wg ' = woxg .

Generate 2 random braid words wy, wy from Bgg of lengths in the
interval [5, 8]:

e it is "very likely” that they will commute;
e if they do not commute then it is ”very likely” that it happens

only because w; involves ¢ and ws involves z9,, (e, = £1).

In this case a braid word z§z; ", can be deduced from w; and

w»o.
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There are three principal stages of the execution flow:

1) First, the algorithm extends tuples with braid words of the
type xix;rll using the pattern w%wgwflwglwl_l;

2) Second, it extends tuples with braid words xfx? using pattern
wEws.

3) Finally, (when some critical number of braid words of the type

xfx? is generated) the algorithm reduces one of the w; to x;

(using Nielsen transformations) and all other w;’s reduce to

generators too.
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What if we increase the lengths of w; and wy?

If |wi], Jwz| > 8 then it is likely that more pairs of letters in w; and ws

will not commute. If two pairs do not commute then it is likely that:

-1 —1

2 —1 —1 —1
W1 W2W, Wo Wy :(xixi—i—l)(xjxj—l—l)'

Hence, if such correlation is expected then one can improve the
performance of the algorithm by allowing extension of the tuples with

words of length 4 (at a cost of reducing the speed).

Our experiments show that random tuples (a1, ..., axr), where k = 20,

a; € Bso, and 13 < |a;| < 15 very often generate the whole group Bsp.

When the lengths are increased to 19 < |a;| < 21 our algorithm fails to
simplify tuples.
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Conjecture: Asymptotically, k-generated subgroups of B,, are free
(n, k - fixed, | — 00).

Problem: Find a threshold function F'(n, k,l) = 0 such that: if
F(n,k,l) <0 then most of k-tuples of braid words of length [
generate B, and if F'(n,k,l) > 0 then most of k-tuples of braid

words of length [ do not generate B,, (as n — c0).
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