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Abstract:

In this talk, we introduce the provable-security treatment of cryptographic constructions based on 
the hardness of computing a Groebner basis. We formalise and study the relation between various 
computational problems associated with Groebner bases, and revisit the (symmetric) polly cracker 
encryption scheme, proving that it achieves only bounded IND-CPA security under the ideal 
membership problem. Next, using results from computational commutative algebra, we show that 
no simple generic transformation can lead to a fully secure polly-cracker-type scheme. This then 
leads us to noisy variants of Groebner bases and related problems. After formalizing and justifying 
the hardness of the noisy assumptions we show that noisy encoding of messages results in a 
secure homomorphic scheme. Finally, through a symmetric-to-asymmetric conversion, we provide 
a positive answer to the long standing open problem proposed by Barkee et al. of using 
multivariate polynomials in public-key cryptography. 
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